www.secef.net

[ML_STRING] Description (0.)
[DATETIME] DetectTime (0..1)
[DATETIME] StartTime (0.1)
[DATETIVIE] EndTime (0..1)
TDATETIME] RecoveryTime (0.1)
TDATETIVIE] ReportTime (0..1)

[STRING] ext restricion (0..1)
D] observable-id (0.1)

[ML_STRING] Description (0.}

5
[DATETIME] StartTime (0.1)
[DATETIME] EndTime (0.1)
[ENUM] action (¢

IODEFV2 : EventData

TENUM] severtty (0.1) 0.1
[ENUM] restriction (0..1)
[STRING] ext-restriction (0.1)
D] observable-d (0.1)
0.+ Telephone
/X [PHONE] TelephoneNumber (1.1)
TML_STRING] Description (0.
[ENUM[type (0.1)
ML srn\r«lz;slng,ery (0. [r‘t_?sr;m]]m m-g..:)) )" SRl 0.0
, escription N: Tiption (0.
[ENUM] source (0.1) 0.+

[STRING] ext-source (0.1)
[ENUM] restriction (0.1)
[STRING] ext-restriction (0.1)

[ENUM] resriction (0..1)

[STRING] extrestriction (0..1)

[DATETIME] DateTime (0..1)
[ML_STRING] Description (0.

[STRING] ext-restriction (0.1)

[POSTAL] PAddress (1..1)
1% [ML_STRING] Description (0..")
ot — " [__ENMIype01)

DomainData
[STRING] Name (1.1)
D hecked

[STRING] ext-type (0.1)

[DATETIME] RegistrationDate (0..1)
[DATETIME] ExpirationDate (0..1)
[EXTENSION] RelatedDNS (0.)

DomainContacts
__0.1 . [[STRING] SameDomainContact (0..1)

[STRING] system-status (0..1)

o
B
[STRING] Server (1.1)

[STRING] domain-status (0.1)

1D] observable-id (0.1)

—

ServiceName
[STRING] IANAService (0..1)
[UR URL (0.)
[ML_STRING] Description (0.")

EmailData
[EMAIL] EmailTo (0.)
[EMAIL] EmailFrom (0.1)
[STRING] EmailSubject (0.1)
[STRING] EmailX-Mafler (0.1)
[EXTENSION] EmailHeaderField (0.)
[STRING] EmaiHeaders (0.1)
[STRING] EmailBody (0.1)
[STRING] EmailMessage (0.1)
[ID] observable-id (0..1)

N
1D] observable-id (0.1)

0.1
/ ‘ApplicationHeader

0.1 _ [[EXTENSION] ApplicationHeaderField (1..")
e

“\‘

File
[STRING] FileName (0.1)

™
[SOFTWARE] Application (0.1)|

SignatureData
>< [l Signature (1

[INTEGER] FileSize (0.1)

[SOFTWARE] Application (0_1)

0.1
on [STRING] HashTargetlD (0..1)
———" [ [STRING] scope (0.1)

[STRING] FileType (0.1)

[URLJ URL (0.7)

[SOFTWARE]

[STRING] ext-restriction (0.1)

1)

[EXTENSION] FileProperties (0.

[SOFTWARE] Application (0.1)
[EXTENSION] AdditionalData (0..")

{iD] observabled (0.1)

0. & Key
ID] observable-d (0.1) [ SANGKeNane (.|

[STRING] KeyValue (0..1)
[ENUM] registryaction (0..1)
[STRING] ext-registryaction (0..1)

CertficateData iD] observable-d (0.1)
[ENUM] restrction (0.1)

[STRING] ext-restriction (0.1)| __1.* Certiicate
MOlobservabled 0.1 | > 1)

0
[WIL_STRING] Description (0.7)
ID] observableid (0.1)




