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IODEFV2 : Flow

DomainData

[STRING] Server (1..1)

[STRING] Name (1..1)

[DATETIME] DateDomainWasChecked (0..1)

[DATETIME] RegistrationDate (0..1)

DomainContacts

[DATETIME] Date (0.1)
[EXTENSION] RelatedDNS
[STRING] system-status
[STRING] domain-status (0..1)

[STRING] SameDomainContact (0..1) |

[ID] observable-id (0..1)

T
[PHONE] TelephoneNumber (1..1)

[ML_STRING] Description (0..)
[ENUM] type (0.1)

[STRING] ext-type (0..1)

[INTEGER] Port (0..1)
[PORTLIST] Portlist (0..1)
[INTEGER] ProtoCode (0-1)
[INTEGER] ProtoType (0.1)
[INTEGER] ProtoField (0..1)
[SOFTWARE] Application (0..1)
[INTEGER] ip-protocol (0..1)
[ID] observable-id (0..1)

ApplicationHeader
[EXTENSION] ApplicationHeaderField (1..*)

y’

EmailData
[EMAIL] EmailTo (0..")

[EMAIL] EmailFrom (0..1)
[STRING] EmailSubject (0..1)
[STRING] EmailX-Mailer (0..1)

[EXTENSION] EmailHeaderField (0..*)

[STRING] EmailBody (0.1)
[STRING] EmailMessage (0..1)

[STRING] EmailHeaders (0..1)

[ID] observable-id (0..1)

ServiceName
[STRING] IANAService (0..1)
[URL] URL (0.
[ML_STRING] Description (0.)

HashData

[STRING] scope (0..1)

[STRING] HashTargetID (0..1)

0.*
T —————— | SignatureData

(1 Signature (1..*)

Hash
0.1
*" [SOFTWARE] Application (0..1)
—_—0r FuzzyHash

[EXTENSION] FuzzyHashValue (1..*)

[SOFTWARE] Application (0..1)
[EXTENSION] AdditionalData (0..")




